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Abstract
Criminal records are routinely used by employers and
other institutional decision-makers who rely on their
presumed fidelity to evaluate applicants. We analyze
criminal records for a sample of 101 people, compar-
ing official state reports, two sources of private-sector
background checks (one regulated and one unregu-
lated by federal law), and qualitative interviews. Based
on our analysis, private-sector background checks are
laden with false-positive and false-negative errors:
60 percent and 50 percent of participants had at least
one false-positive error on their regulated and unregu-
lated background checks, and nearly all (90 percent and
92 percent of participants, respectively) had at least one
false-negative error. We define specific problems with
private-sector criminal records: mismatched data that
create false negatives, missing case dispositions that cre-
ate incomplete and misleading criminal records, and
incorrect data that create false positives. Accompanying
qualitative interviews show how errors in background
checks limit access to social opportunities ranging from
employment to education to housing and violate basic
principles of fairness in the legal system.
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1 INTRODUCTION

In a recent case in U.S. District Court, Henderson v. The Source for Public Data (2021), a group of
plaintiffs claimed they had been denied employment due to inaccurate criminal records reported
through the course of routine background checks. According to one plaintiff, his background
check report included criminal record data about a different but similarly named person with
a felony conviction. Another plaintiff alleged that his report included a set of criminal convictions
that had been dismissed. As a result of these inaccuracies, the plaintiffs claimed they wrongly
faced 20 employment discrimination as employers were making decisions using bad data.
The Henderson (2021) case sheds light on broader questions about the efficacy and accuracy

of criminal record data in a context in which 94 percent of employers conduct background
checks (HR Research Institute, 2020), criminal records are considered public data (Bushway &
Kalra, 2021; Sandoval & Lageson, 2022), and a multibillion-dollar industry collects, aggregates,
and re-sells criminal record information (Lageson, 2020). Criminal background checks are ubiq-
uitous across a broad set of institutions, including employment, housing, volunteering, dating,
and education (Blumstein & Nakamura, 2009; McElhattan, 2019; Stoll & Bushway, 2008). One
national study found 58.4 percent of respondents (and 71.1 percent of those who applied for a
job within the past year) were asked whether they had a criminal record at some point during
their last job search (Denver et al., 2018). The prevalence of inquiries implies that employers find
the information contained in criminal records useful when evaluating applicants. Amidst the
widespread assumption that criminal records are an effective tool for identifying risk or safety,
we lack an understanding of their reliability or accuracy (Bushway et al., 2007; Bushway & Kalra,
2021).
In response, we analyze a set of criminal records for 101 people in one state and compare offi-

cial state records, two sources of private-sector criminal record data, and first-person qualitative
accounts. By comparing multiple sources of criminal record information for the same person—
and by comparing these accounts to their lived experiences—we identify a key set of accuracy
problems with private-sector criminal records. In what follows, we describe the types of criminal
record information available to the public and review theoretical and empirical literature related
to broader social and legal forces, as well as the organizational structures and decision-making,
that contribute to data error.

2 CRIMINAL RECORDS AND BACKGROUND CHECKS

“Criminal record” is a broad term that typically refers to a collection of information derived
from police departments (who arrest and book individuals into jail), criminal courts (that
process charges, adjudicate guilt or innocence, and assign a final case disposition), and corrections
agencies (that incarcerate or supervise people who have been convicted). Ostensibly, criminal
records reflect criminal justice processing outcomes after criminal offense events, but can take
many forms. The term can be used to describe governmental records compiled into state-level
reports (colloquially known as “RAP sheets”), which vary in format between jurisdictions. It
can also be used to describe criminal history data drawn from government sources, which are
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LAGESON and STEWART 7

compiled in the private sector. In most jurisdictions, criminal records are considered public infor-
mation (Sandoval & Lageson, 2022) and many criminal justice agencies have increasingly made
digital criminal record data available on their websites or for purchase (Lageson, 2020). These
public records are copied, scraped, and aggregated by third parties and matched to other sources
of public and consumer data (SEARCH, 2001). Consequently, a person may have hundreds—
if not thousands—of versions of their “criminal record,” patched together from both state and
private-sector sources (National Consumer Law Center [NCLC], 2019).
Criminal records can have an outsized role in people’s lives, conditioning access to opportu-

nities and resources across a wide range of areas (Miller & Stuart, 2017; Uggen & Blahnik, 2014;
Uggen & Stewart, 2015). The relationship between criminal records and employment access has
been studied extensively during the last two decades, including how serious and less serious
records affect employer callbacks (Pager, 2003; Uggen et al., 2014), whether credentials and reen-
try programs mitigate criminal record effects (Bushway & Apel, 2012; Denver & DeWitt, 2022;
Lindsay, 2022), and how employers view applicants with records (Kurlychek et al., 2019; Lageson
et al., 2015). Criminal record effects have also been studied in other contexts, including hous-
ing, education, and social relationships (Evans, 2016; Evans & Blount-Hill, 2020; Leasure, 2019;
Stewart &Uggen, 2020). These lines of research have shown that across contexts, decision-makers
use criminal records from a variety of public and private sources even when they find this infor-
mation difficult to understand or interpret or lack institutional mandates about how to use such
information (Furst & Evans, 2017; Lageson et al., 2015).
Local and national movements have addressed the deleterious effects of having a criminal

record, but even these policies depend in part on complete and accurate criminal history informa-
tion in public- and private-sector settings. For instance, expungement and record-sealing policies,
such as “Clean Slate,” limit the reach of official criminal records after some point in time (Love &
Poggenklass, 2023). “Dirty data,” however, have impeded efforts to scale and automate expunge-
ment effectively (Chien, 2020). The proliferation of records into the private sector also poses
difficulties. Policies only seal records under government custody; they have limited, if any, juris-
diction over copies of criminal record data already in the public sphere, online, or in private-sector
databases. If a background check erroneously reports a recently sealed record, the effectiveness
and fairness of these policies comes into question.
Yet, employers often require an applicant to submit to a criminal background check produced

by a private-sector consumer reporting agency before rendering a final employment decision.
Even in jurisdictions with “Ban the Box” or “Fair Chance” hiring policies that prohibit ask-
ing about criminal records on an initial application, employers can and do conduct background
checks in later stages of the hiring process (Community Legal Services of Philadelphia, 2018;
Maurer, 2018; Raphael, 2021). Although recent research has shown that employer and human
resources (HR) concerns about liability are incongruentwith recent court decisions regarding neg-
ligent hiring lawsuits (McElhattan, 2022a), the steadfast assumptions that criminal background
checks are valuable sources of information have persisted, and the background check industry
has continued to thrive.

2.1 Regulated and Unregulated Background Checks

The growth of the private sector in supplying criminal record information has dramatically
changed the landscape of background checking. The widespread availability of bulk criminal
court data through purchasing, scraping, or other means has allowed private companies to
offer employers, landlords, and the general public nearly unfettered access to criminal history
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8 LAGESON and STEWART

information, even in jurisdictions where state law has prohibited broad public access to central-
ized governmental criminal record repositories (Bushway et al., 2007; Jacobs, 2015). In the digital
age, the growth of data brokers as middlemen has facilitated the mass disclosure of bulk crimi-
nal court data and correctional data, thereby expanding the reach and crystallizing the stigma of
criminal records.
In the current technological and policy climate, a broad variety of criminal record sources are

available.Approximately three categories of criminal records exist. “Official” records are produced
by state or federal agencies and include a comprehensive account of an individual’s criminal
history, including arrests, charges, and convictions, within the respective agency’s jurisdiction.
These records are often compiled using fingerprints or a specific state ID. “Regulated” criminal
background checks are produced by companies called “consumer reporting agencies” (CRAs)
that are required to comply with federal regulations for background checking under the Fair
Credit Reporting Act of 1970 (FCRA) for employment and housing determinations. “Unregu-
lated” criminal background checks are produced by data aggregators that compile public records
and publish them on the internet for a subscription fee, also known as “people search” services
(Sherman, 2021). These aggregators affirmatively opt out of FCRA regulations and offer more
informal reports for the public.
Industry research has indicated that, of the 93 percent of employers who report conducting

a background check for job applicants, most prefer to use private providers of criminal history
information (rather than official governmental sources). Specifically, only 19 percent of private
employers report ever using a fingerprint check, as opposed to 89 percent of firms who regu-
larly use state/county-level databases and 84 percent who use national databases. (Professional
Background Screening Association [PBSA], 2021). The PBSA has also indicated that the perceived
superiority of fingerprint background checks as the “gold standard” is a “misnomer” because
these governmental reports “have significant limitations and are not recommended as a single
source for a background check for employment, volunteer or tenant screening purposes” (PBSA,
2021, p. 8). Although 83 percent of firms in the PBSA’s survey report quality and accuracy as
a top concern, they also cite speed (58 percent) and cost (54 percent) as important in choos-
ing a provider. Given that most state-run checks place limits on the information employers can
view, are costly, and often require written consent and fingerprinting of the subject (Sandoval &
Lageson, 2022), not surprisingly,most companies prefer to use the private sector to obtain criminal
record information.

2.1.1 Regulated background checks

Although the FCRA was originally designed for regulating financial information used for lend-
ing decisions, FCRA-compliant background checks also report criminal history information for
employment and housing determinations (Kiviat, 2017). The FCRA regulates the processes and
procedures of CRAs that produce criminal background checks (and credit checks), which must
comply with its various provisions. The regulation stipulates that CRAs “shall follow reasonable
procedures to assure maximum possible accuracy of the information concerning the individual
aboutwhom the report relates” (15U.S. Code § 1681e(b)). CRAs drawon various data sources, often
including proprietary databases of bulk criminal record data, third-party data purveyors, and in
some cases “court runners” who obtain criminal record information directly from courthouses
(Jacobs & Crepet, 2008). CRAs require consent from the subject of the criminal history search
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LAGESON and STEWART 9

(15 U.S. Code § 1681a(o)(5)(A)). If the subject of a search finds inaccurate information reported in
their background check, they can file a dispute with the CRA challenging the information (15 U.S
Code § 1681g(c)). The employer that required the background check, however, is not obligated to
wait until the dispute is resolved to make a hiring decision and may move on to other applicants
(U.S. Government Accountability Office, 2015, p. 20).
The promise of “regulated” background checks has been questioned by experts and courts alike

as subjects of background checks regularly complain about incorrect information appearing on
their reports, while having limited legal remedies (NCLC, 2019). In the era of big data, this issue
has grown as most background check information is sourced from data brokers who act as inter-
mediaries, aggregating public records and providing access to extensive data sets (NCLC, 2019).
As these data brokers are considered data “furnishers” rather than CRAs, they face limited lia-
bility for producing inaccurate data (15 U.S Code § 1681s-2(a)). In addition to the limitations of
the FCRA, a multitude of unregulated sources now exist, enabling users to access criminal record
information easily and more affordably through unregulated data aggregation and dissemination
processes.

2.1.2 Unregulated background checks

The FCRA regulates the use of private background checks in scenarios in which an adverse hiring
or housing outcome may result, but a diverse array of state policies governs the compilation and
disclosure of governmental criminal legal system information. Many U.S. states regulate access to
their repository of compiled criminal histories (what we call in this article the “State Report”), but
police arrest logs, correction facility rosters, and other types of criminal justice system information
are considered public record (Sandoval & Lageson, 2022). This availability is especially true for
criminal court records, which are presumptively openunder state and federal common law. Before
the digital age, these records were difficult to access. In this paper-based world, as the Supreme
Court of the United States described inUnited States Department of Justice v. Reporters Committee
for Freedom of the Press (1989), criminal records existed in “practical obscurity” and therefore did
not pose a major privacy or reputational threat (File, 2017).
Digitization has dramatically changed this landscape. Data aggregators have purchased,

scraped, and aggregated millions of records newly digitized and publicly released by criminal
justice agencies across all branches of government. Redistributing records deemed public by gov-
ernment is legal, ushering in a lucrative industry of criminal record databases, mugshot websites,
and “people search” services that provide subscription-based reports on people’s home addresses,
phone numbers, social media accounts, real estate transactions, and criminal histories. These
websites all affirmatively operate outside the purview of the FCRA and often post disclaimers
regarding proper uses of their reports—namely, not to be used in housing or employment con-
texts (Lageson, 2020). Of course,many employers and landlords conduct routine internet searches
of candidates and may thus inadvertently learn about a criminal history and simply choose not
to consider the applicant, even in lieu of an “official” background check (Cooley & Parks-Yancy,
2016; Kluemper, 2013).

2.2 Theory and Research in Criminal Record Data Quality

As early as 2006, the U.S. Department of Justice warned that “much more needs to be done to
achieve uniformity in the improvement of record quality and completeness” (United States Office

 17459125, 2024, 1, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/1745-9125.12359 by R

eadcube (L
abtiva Inc.), W

iley O
nline L

ibrary on [03/08/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



10 LAGESON and STEWART

of the Attorney General, 2006, p. 126). As access and uses of criminal records have expanded,
concerns have persisted regarding serious data quality problems in criminal justice databases
(Laudon, 1986; Logan & Ferguson, 2016; National Employment Law Project, 2014). Common
errors include incorrect social security numbers, inaccurate names, incorrect or “illogical” birth
dates, mismatched identities, and the reporting of sealed or expunged records (NCLC, 2019). Yet,
private companies that use criminal record data often “disclaim responsibility of the accuracy
and completeness of the reports they provide and refuse to correct detected errors” (Logan &
Ferguson, 2016, p. 562). We next theorize how organizational structure, incentives, and function
creep of criminal record data create and contribute to error.

2.2.1 Organizational incentives and disincentives for data accuracy

Organizational theory helps explainwhy data error occurs and persists by emphasizing how ambi-
guity, incentives, and repeated decisions shape organizational outputs (Shapira, 1996), such as the
administrative agency data that become criminal background reports. The structure of both the
criminal legal system and the companies that use legal system data influence possibilities for data
error, particularly due to decentralization of recordkeeping and sometimes conflicting legal and
policy guidance. Similar data quality concerns exist in other institutional domains, such as in
medical records (Weiskopf et al., 2013), but quality control efforts and public policy has better
attended to areas outside the criminal legal system (see, e.g., Pine & Bossen, 2020), in particular,
because common incentive structures, such as financial and legal liabilities, are less present in
the criminal records context.
First, the decentralized structure of the criminal legal system across jurisdictions (such as coun-

ties and states) and institutions (such as police, courts, andprisons)means data are similarly siloed
and fragmented in their creation (Bureau of Justice Statistics [BJS], 2001). Agencies primarily gen-
erate and maintain data to fulfill their own internal operational needs, rather than for external
uses (Lynch, 2018). Moreover, diverse and often conflicting public policies govern data collection,
retention, and sharing across different sectors of the criminal justice system (Sandoval & Lageson,
2022). Although agencies operate under varying organizational and policy contexts, the data they
produce are often treated as having equal quality and fidelity by end users when aggregated into
person-level criminal record dossiers, with consumers rarely differentiating between the sources
or contexts of the information.
Second, incentive systems create more data problems in both governmental and private-sector

organizations. The structure of the privatemarket tends to shift liability from party to party: CRAs
rely on data brokers, and data brokers rely on various state agencies to produce raw data. Data
brokers consequently lack strong incentives for accuracy, instead passing responsibility for verify-
ing information to the CRA or the subjects of records themselves. The industry especially benefits
frompublic records, which are low cost and available throughwebscraping or freedomof informa-
tion requests (Wayne, 2012), thus, operating outside state policies for the central criminal record
repository.
State workers tasked with collecting and organizing criminal history data receive broad,

qualified immunity for any errors they create (Lageson, 2023). Data brokers and agencies that
furnish source data to CRAs must comply with some accuracy provisions of the FCRA, but
they are largely protected from lawsuits (National Consumer Law Center, 2023; see, for instance,
Sprague v. Salisbury Bank & Tr. Co., 2020). For a plaintiff to recover against a CRA, they must
overcome newly stringent requirements under a recent Supreme Court decision that held a
person must be materially harmed by a data error before pursuing a claim—and that the
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LAGESON and STEWART 11

existence of the error itself does not constitute such a concrete harm (TransUnion LLC v. Ramirez,
2021).
Third, people harmed by error are disincentivized to pursue remedy. Because criminal record

data exist in so many domains, the subject of a report is faced with myriad time-consuming
approaches: They can dispute the record directly with the CRA that produced the report, they
can file a complaint with the Consumer Financial Protection Bureau, or they can contest their
state record directly with the central criminal records repository—all efforts that constitute “data
work” (Brensinger, in press) and may be unlikely given the documented “systems avoidance”
of people with criminal histories (Brayne, 2014). The FCRA itself prompted one federal judge to
describe the law as “imposing such burdensome procedural requirements that no layperson could
possibly be expected to comply” (Burrell v. DFS Serv., L.L.C., 2010).
Finally, criminal record data can be characterized by function creep: “the expansion of a system

or technology beyond its original purposes” (Koops, 2021, p. 29), which tends to embed and bury
data error. Function creep occurswhen administrative criminal record data on individuals are col-
lected for specific internal purposes and uses (Lynch, 2018) but “have migrated to other [purposes
and uses] that extend and intensify surveillance and invasion of privacy beyond what was origi-
nally understood and considered socially, ethically and legally acceptable” (Dahl & Sætnan, 2009,
p. 84). Criminal record function creep is rooted in the institutionalization of background check-
ing across domains (Corda, 2016) and the wide availability of criminal records as a public data
source (Bushway & Kalra, 2021; Lageson, 2020). Background checking, however, has continued
to receive broad public, political, and legislative support (McElhattan, 2019, 2022b; Thacher, 2008),
and the public continues to seek out other people’s criminal records (one study shows 15 percent of
U.S. adults report searching online in the past year to see whether a person has a criminal record
[Lageson et al., 2019]) even though these data were originally collected for governmental purposes
and do not easily translate into these other uses.
These incentive systems and criminal record function creep directly create data integrity prob-

lems on the ground level. For instance, when private-sector companies purchase or otherwise
acquire administrative data, those data are generally available only at the case level and do not
include unique person-level identifying information, often referred to as “ground truth” iden-
tifiers. Without access to ground truth identifiers, such as biometric data or even consistently
present state ID numbers or case numbers, third parties must rely on matching algorithms using
combinations of alternative data points (Tahamont et al., 2021; Tahamont et al., 2023). These algo-
rithms use person-level information (e.g., name, alias, birthdate, state) of varying quality and
completeness to link together and aggregate criminal record data for their customers (United
States Government Accountability Office, 2015). The imprecision of these matching methods,
however, increases the likelihood of inaccurate records, especially false-positive errors in which
spurious criminal record events are erroneously associated with an individual.

2.2.2 Empirical research on criminal record data quality

Empirical research into the quality of private-sector criminal records has noted that “the high
number of false negatives and the poor quality of the private records raise some troubling
questions about the use of private background screening firms” (Bushway et al., 2007, p. 176).
One analysis of state records in NewYork showed an 80 percent error rate (Center for Community
Alternatives, 2015), and a federal analysis showed that a systemused to screen employees reported
incorrect information 42 percent of the time (Appelbaum, 2015). In 2020, 191,000 complaints
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12 LAGESON and STEWART

regarding inaccurate background checks were filed with the Consumer Financial Protection
Bureau (2021).
In a motivating study for this project, Bushway et al. (2007) compared FBI records with

private-sector criminal background checks for 120 probationers in Virginia. The study revealed
a significant false-negative problem, with the FBI reporting criminal histories for only 72 percent
of the sample, and the private background check company reporting criminal histories for 47 per-
cent of the sample even though all 120 people in the sample were previously incarcerated. Only
42 of the 120 people in the sample were found in both the FBI and private-sector databases. The
authors concluded that “we do not have a great deal of confidence that the information provided
by either source represents an accurate description,” particularly due to the high number of false
negatives (Bushway et al., 2007, p. 191). The authors further recommended that “future research
should focus on identifying the prevalence of false positives” (p. 188), which we use to motivate
our project.
Notably, this study was conducted in the early ages of digitization and aggregation of criminal

record data. The private company that provided criminal history information to the researchers
created their background reports by directly requesting data from a single county criminal court
(and perhaps used a “court runner” or a staff member employed by the company that directly
interfaced with court clerks to obtain records for a single person; see Bushway et al., 2007,
p. 188–189). Since their study was published, major shifts in data collection and aggregation have
changed the scope of criminal record data available to private companies. Most companies now
rely on subscriptions to data aggregators that continually scrape or purchase bulk data from
courts, correctional agencies, and police departments (NCLC, 2019). Although background check
companies used to contact courts directly, they can now run a subjects’ name through dozens, if
not hundreds, of databases to locate criminal record information.
Our study also departs slightly from that of Bushway et al. (2007) by including qualitative inter-

views in response to recent calls to improve and validate quantitative data sources (Bjerre-Nielsen
& Glavind, 2022). These calls encourage using qualitative data to better understand large-scale
data sets on human behavior (Grigoropoulou & Small, 2022) and to concretely establish known
identifiers for merging administrative data, such as social security numbers or biometric indi-
cators like fingerprints (Tahamont et al., 2023). Although known identifiers (or “ground truth”
identifiers) can be difficult or costly to obtain, even a modest investment in ground truth training
data can lead to dramatic increases inmerged data quality (Tahamont et al., 2023). Unfortunately,
criminal records often lack consistent known identifiers that span across data sources because
data are created in siloed governmental agencies and then aggregated without careful attention
to detail (Borakove et al., 2015; SEARCH, 2001). Thus, qualitative data can help create ground
truth.
Assessing the reliability of criminal records is important for several reasons. Criminal records

are openly and routinely used to justify discriminatory hiring and employment practices
(Kurlychek et al., 2019; Lindsay, 2022; Pager, 2003). The negative mark of a criminal record is
well documented in social science literature (Uggen & Stewart, 2015). Criminal records increase
social inequality as they are assigned disproportionately to racial minorities, particularly at the
preconviction stages of arrest and initial charges (Kurlychek & Johnson, 2019), well before a per-
son is found guilty of a crime, is still legally innocent, and may have their charges dropped or
dismissed due to a lack of evidence. Yet, these nonconviction records routinely appear in inter-
net searches and background checks (Lageson, 2020). Racial disparities are also correlated with
poor criminal record data at the state level (McElhattan, 2021). Yet, even amidst the salience of
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LAGESON and STEWART 13

criminal background checks on a broad set of life outcomes, we lack a robust understanding of
the reliability and accuracy of criminal record data.
Accordingly, this study asks the following: 1) How accurate are criminal records across public

and private platforms? 2) How often do publicly and privately sourced criminal records match?
3) What are the experiences of criminal record subjects who must navigate different versions of
their criminal records?

3 METHODOLOGY

We use a multimethodological approach to investigate criminal record accuracy. We compared
criminal record reports for 101 New Jersey participants,1 all of whom had at least one criminal
charge in their history, from three sources: 1) the official state record (hereafter, “State Report”);
2) a background check report from a consumer reporting agency (“Background Check”); and 3) a
report generated from an open-source, public records data aggregator (“DataAggregator Report”),
also known as a “people search” service. We then asked respondents to review their criminal
records in a qualitative interview.

3.1 Participant Recruitment and Data Sources Overview

We recruited participants through partnerships with legal aid andworkforce development centers
in New Jersey. Once enrolled, participants participated in an intake interview with the research
team and completed a state “personal records request” form, which the research team submitted
to the New Jersey State Police to obtain a confidential copy of their official state criminal record
(the State Report). In addition to the request form, the New Jersey State Police requires subjects to
provide fingerprints to IdentoGo, a private company that contractswithNew Jersey State Police for
biometric matching to their State Bureau of Identification’s (SBI’s) central repository of criminal
history data. The fingerprints and report fees (totaling $40.66 for each participant at the time of
data collection) were paid for by the research study.
State Reports contain all arrests, criminal charges, and case dispositions recorded in the state

linked to the record subject’s name and fingerprints. Data points produced by law enforcement,
criminal courts, and corrections are collected by the NJ State Police’s SBI, which “functions as the
central repository for the receiving, verifying, coding, processing, and dissemination of all crim-
inal history record information used by criminal justice agencies for criminal justice purposes
and noncriminal justice agencies for licensing/employment purposes” (New Jersey State Police,
2022). When an individual’s fingerprints are first entered into the Automated Fingerprint Identi-
fication System (e.g., after an arrest, during the booking process, or after a criminal conviction),
the SBI assigns a unique SBI number (NJ Rev Stat § 53:1-15). The SBI aggregates case-level crimi-
nal record data to the individual level using the SBI number. In relational terms, the SBI number,
which is based on biometric data (here, fingerprints), serves as the primary key linking the various
criminal record data points together across the state sources within the repository. These data are
compiled into the State Report primarily for end users with unrestricted access, such as govern-
ment actors or the report subject themselves. Third-party users (such as employers and volunteer

1 A total of 104 people participated in the study; three participants were dropped from this analysis because they had only
arrest records, with no corresponding criminal charges filed.
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14 LAGESON and STEWART

organizations) can obtain copies of the State Report with various levels of arrest-only and noncon-
viction records redacted per the permission level of the user and with the consent of the record
subject (N.J.Admin Code § 13:59-1.1).
Next, we ordered private criminal history reports for each participant through a FCRA-

compliant background check company (the “Background Check”) and a popular unregulated,
non-FCRA–compliant people search website (the “Data Aggregator Report”). The Background
Check Company contracts with different data vendors that each conduct criminal record searches
at a different level (using county, state, or national databases). The average cost for each Back-
ground Check was $49.32. The Data Aggregator Company, on the other hand, charged a flat
monthly subscription fee of $35.12.With a subscription, DataAggregator users can conduct unlim-
ited searches that, in addition to criminal record information, also include residential, family,
social media, e-mail, and government licensure information.
The Background Check Company provided us with the full report it compiled based on its

subscriptions with various data vendors. Note that if the report were requested by a landlord or
employer to assess an applicant (and potentially trigger an “adverse” outcome), the Background
Check Company is mandated to remove arrests that did not lead to a conviction from more than
7 years ago but can report convictions from any time in a person’s life. The reports we received
from the Company were left intact, showing all arrests and nonconviction records as far back
as their data revealed incidents. The reports we analyzed thus constitute the source data that
innumerable private background check companies use to develop reports furnished to employers
and landlords. The degree to which individual companies scrutinize and verify the underlying
private-source data varies widely by their respective internal company policies. Because we focus
on the source data rather than on their interpretation of the data, our approach allows for a more
fulsome comparison with the state RAP sheet that, similarly, included the state’s official version
of a person’s entire criminal history.
The Data Aggregator Company provides reports for nonadverse action scenarios, such as

curiosity, screening friends, dates, or family members, or conducting investigations. The Data
Aggregator Companywe used for the study affirmatively opts out of the FCRA regulatory scheme,
while selling background checks to consumers. The Company simply warns users against using
the report for scenarios that trigger FCRA compliance, such as employment or housing. Many
companies follow this business model, such as InstantCheckmate, Global Background Screen-
ing, BeenVerified, Intelius, andGarbo (the nonprofit background screening organization formerly
integrated into various online dating platforms operated by Match Group, including Match.com,
Tinder, and Stir).
Participants received copies of their state criminal records in the mail after being fingerprinted

at IdentoGo, submitting their paperwork, and paying the required fee to the New Jersey State
Police. Each participant brought their State Report to a “record review” interview with the first
author. The record review interview protocol was based in part on a standardized medical clinical
interview used to document the health history of a patient, wherein qualitative interview ques-
tions grounded in administrative data are used to contextualize and connect the lived experience
of the individual to their record on file. In our interviews, we asked our participants to describe
the context surrounding each arrest and criminal case on their record.We also askedwhether they
had discovered their criminal record in other electronic sources (such as third-party background
checks and publicly available websites) and what, if any, remedies they planned to pursue. If the
participant was interested in seeking assistancewith criminal record expungement, their casewas
referred directly to one of two legal aid partners. Participants received compensation of $40 for
their participation in the study.
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LAGESON and STEWART 15

We included this qualitative component of the study for several reasons. Relying on compar-
isons of administrative criminal record data does not shed light on the subjective experience of
having a criminal record, navigating public and private sources of data, and attending to the result-
ing harms that can occur from mismatching or incomplete data. We conducted the interviews at
the same time we received the State Report and before analyzing data from the private sources.
This approach allowed us to focus on the State Reports as the baseline, enriched by the additional
context provided by the intervieweewho guided us through their record. Interviewees highlighted
events or details they believed were inaccurate or misrepresentative and identified when proba-
tion violations, pretrial interventions, or plea bargains helped create the criminal record event.
We flagged these instances in our fieldnotes.
In our analysis, we frequently returned to the interview fieldnotes and transcripts to under-

stand discrepancies we uncovered in the quantitative matching analysis. This approach helped
explain key patterns of data inaccuracy as we followed up on events or details flagged by our
interviewees. Thus, our use of the interviews was interactive and back and forth with the quanti-
tative analysis. Space constraints prevent us from fully presenting interview results alongside the
matching analysis, but we use illustrative quotations and case examples here to help describe the
main findings.

3.2 Conceptualizing Accuracy to Match and Compare Records

Criminal record data were collected from each of the three sources for each participant, but the
sources varied in how they identified relevant records for our participants. Records for the official
State Reports were compiled by the New Jersey State Police after an applicant submitted biomet-
ric data (e.g., fingerprints), name, social security number, and birthdate. The Background Check
Company required the full name (first, middle, last), possible aliases, date of birth, and social
security number (which the Company uses to identify address history and additional aliases).
For the Data Aggregator, the research team searched the web interface using all parameters the
Aggregator made available, consisting of first name, middle initial, last name, age, and state of
residence.
To compare charge events across sources, criminal charge and disposition data from each of the

three criminal record report sources were compiled into three respective data sets. The available
data points were inconsistent, however, across the three report sources. Each source provided a
different combination of charge/case identifying data points (date types, identifying case number
types, charge level) with varying degrees of missingness. Thus, confidently matching individual,
specific charges across sources presented obstacles. We also found considerable discrepancies in
the specific terms, word order, and use of abbreviations across the three criminal record sources
used to describe the same charges and dispositions within the same participant.
We took a reductive approach in our data preparation tomaximize comparability. First, we lim-

ited our analysis to adult criminal records. Only nine participants in our sample had at least one
juvenile charge (totaling 19 juvenile charges in the sample), and none of those charges or cases
were reported by the private-sector sources (indeed, the private-sector sources found no crimi-
nal record information for five of those participants, despite them all having adult records). We
therefore removed those cases from the data to provide the cleanest possible comparative analysis.
Second, we standardized charge descriptions and dispositions following the BJS’s strategy for

collecting and processing diversemultistate criminal history data for statistical and research anal-
ysis (Durose et al., 2019). Charge descriptions in all three sources were converted from New
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16 LAGESON and STEWART

Jersey offense descriptions to BJS National Corrections Reporting Program (NCRP) offense codes
using the National Archive of Criminal Justice Data (NACJD) crosswalk that includes BJS’s
national recode of state and federal offenses (NACJD, 2022). BJS codes are broader categories
of offenses, such as “Drug Trafficking,” “Drug Possession,” “Burglary,” “Forgery/Fraud,” “Aggra-
vated Assault,” and “Larceny/Theft.” For example, “cds w/i distribute,” “cds/analog - distribute
on/near school property/bus,” and “manufacture/distribute cds” were all recoded as “Drug Traf-
ficking.” Charge dispositions were also recoded into one of three broader categories: “convicted”
(e.g., “guilty,” “plea to accusation,” “defn plead to lesser”), “dismissed” (e.g., “continued for dis-
missal,” “acquitted,” “pre-trial intervention”), or “unknown” (e.g., “pending,” “arraigned”, “dispo
unavailable”).2
Accuracy, however, is a moving target. Our primary motivation for this project was to evaluate

the degree to which private-sector data sources represent the official version of a person’s crimi-
nal record through a comparative approach; in doing so, we made the methodological choice to
treat the State Report as the “ground truth.” We recognize that state records also contain errors
and omissions, so we bolstered our evaluation of the state record with the qualitative interviews.
Nonetheless, our matching framework treats the State Report as the baseline. This choice is also
grounded in real-world application: The state record is used by the FBI to conduct national back-
ground checks, is considered more robust because it relies on biometric identifiers and social
security numbers, and in practice, is considered the baseline source of a person’s criminal record
in the state. If, for instance, a New Jersey resident wishes to contest their State Report, they must
obtain the relevant court or probation disposition paperwork and provide it to the state police to
have the State Report updated. In this sense, court, corrections, and police data are considered
piecemeal bits of supporting data to the compiled criminal history report. U.S. Supreme Court
precedent in DOJ v. Reporters Comm. for Free Press (1989) further establishes the RAP sheet as a
primary source of a criminal record because it is organized around a person’s name, as opposed
to being organized around the structure of the criminal justice agencies that supply the baseline
information.
If an interviewee contested the information in their State Report (which was common), we did

not alter the quantitative state data tomatch their account, but insteadwe tracked these comments
through the accompanying qualitative data. Because participants received their report in themail,
they had the opportunity to look over the information before our interview; however,most partici-
pants expressed that this was their first time seeing the information and that they found it difficult
to understand. In response, the initial part of the record review interview consisted of walking the
participant through the composite parts of the report and soliciting contextual information about
each arrest and criminal charge.
The resulting analysis is a comparison of how private-sector criminal records from a regu-

lated source (the Background Check) and an unregulated source (the Data Aggregator Report)
compare with the official government-produced criminal history report (the State Report). We
contextualize these findings with data from participant interviews to draw out the consequences
and experiences of having errors in criminal records.

2 The Background Check Company provided three raw data extracts for each participant (county, state, national). For ease
of comparison, we merged the three extracts into one data set before merging with the other two data sources. In cases of
conflicting dispositions, we coded the merged disposition in the following priority: “conviction,” “dismissal,” “unknown”
(e.g., if the state extract reported a “conviction” and the national extract reported a “dismissal” for the same charge, the
charge in the merged Background Check data set was coded as “conviction”).
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LAGESON and STEWART 17

TABLE 1 Types of criminal record data error.

Error Type Description Possible Contributing Factors
False negative Private-sector background check fails

to report incident found in official
government record

Data entry error in source data;
private-sector database outdated

False positive Private-sector background check
reports incident that does not appear

in official government record
(“orphan” records)

Matching error; background check company
drawing data from alternative sources
(e.g., law enforcement arrest data); case
has been expunged or otherwise sealed

Missing, misleading
and inaccurate
information

Missing or incorrectly reported case
dispositions (e.g., conviction rather
than dismissal); incorrect type of
charge reported (e.g., felony rather

than misdemeanor)

Private sector using outdated version of
criminal record data; background check

company not in compliance with
regulations

TABLE 2 Charges and dispositions by source.

Charges/Dispositions State Report
Background Check

Company
Data Aggregator

Report
All Charges
Charges 1,323 1,123 973
Dispositions
Convictions 401 350 632
Dismissal/Acquittal/Diversion 821 669 117
Disposition unknown 101 104 224

Charges by Participants
Participants with charges 101 77 56
Participant dispositions
Convictions 92 68 47
Dismissal/Acquittal/Diversion 89 62 30
Disposition unknown 28 22 38

Note: The top section displays counts of charges and charge dispositions by criminal record source for all charges in the sample.
The bottom section displays counts of sample participants with at least one reported charge and respective disposition type by the
three criminal record sources.

4 RESULTS
Governmental error (i.e., missing case information or final dispositions) and private-sector error
(i.e., when imperfect techniques of data aggregation, matching, or sourcing) led to false nega-
tives and false positives in consumer background check reports. In what follows, we describe
how these errors manifest: as mismatched data that create false negatives in third-party records,
as missing case dispositions that create incomplete andmisleading criminal records, and as incor-
rectly reported criminal records that lead to false positives in third-party reports. Table 1 displays
a summary of the error types we identified in our data.

4.1 Missing Data and False Negatives
The first column of the top section of table 2 shows incident-level charges and the distribution of
possible dispositional outcomes: conviction, dismissal, or unknown/missing. The bottom section
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18 LAGESON and STEWART

shows the distribution of charges and possible distributions across sample participants. According
to the government-produced State Reports, all study participants had been arrested and charged
with at least one crime, but only 92 were convicted of at least one charge (that is, nine participants
were chargedwith at least one crime but never convicted). The State Reports included a combined
total of 1,323 criminal charges, 30 percent of which (401) resulted in a criminal conviction and
62 percent of which (821) were dismissed. Table 2 also includes cases with unknown case
dispositions.
Columns 2 and 3 of table 2 present criminal record data from the private-sector sources.

Several key differences emerge. First, as displayed in the bottom panel, not all participants
were located by private-sector data sources. Although all participants had at least one crimi-
nal charge, the Background Check Company—which produces federally regulated background
checks for employers and landlords—found criminal charges for only 77 people (1,123 total crim-
inal charges across the sample), 68 of whom were reported to have at least one conviction. The
Background Check Company reported no criminal record information (charges or convictions)
for almost one quarter of our sample, creating a false-negative scenario in which a criminal back-
ground check purchased by an employer or a landlord reports a clean criminal background when
the person has a record, according to the state repository. The Data Aggregator report located
criminal records for an even smaller proportion of our sample (56 participants with a total of
973 charges). Despite only finding criminal records for slightly more than half of our partici-
pants, however, the Data Aggregator Report noted 632 total convictions, or 58 percentmore overall
convictions than did the State Reports (n = 401 convictions), the official criminal record of the
state.
Table 3 summarizes the proportion of private-sector data error at both the incident level (that

is, individual criminal charges) and the person level. Of the 1,323 total charges included in the
State Reports (our denominator), the regulated Background Check Company failed to report 672
of these charges (approximately half of the State Report total). The unregulated Data Aggregator
Report missed even more (1,065, or 80 percent). Private-sector error was widespread among the
participants in our sample (bottom panel of table 3): Ninety percent of participants had at least
one false-negative error on their background check, and 92 percent had at least one false-negative
error on their Data Aggregator Report.
Second, each source painted a much different picture of a person’s criminal record. Figure 1

depicts the types of information for each participant for each source. The left column represents
the official State Report, the center column represents the Background Check (regulated) report,
and the right column represents the Data Aggregator Report (unregulated). Participants #1–101
are indicated by the y-axis. For each source, convictions, dismissals, and unknown case dispo-
sitions are reported, respectively, by dark-shaded, light-shaded, and gray colors. If we assume
data accuracy across sources (as users of criminal records might), the distribution of criminal
charges and corresponding case outcomes should appear similar across data sources. The visual-
ization shows, however, that error is not systematically assigned by source or extensiveness of the
record.

4.1.1 Missing case dispositions

Thus far we have describedmismatching data that creates false-negative problems, when a person
appears to not have a criminal record when requested from a private vendor, even though a record
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LAGESON and STEWART 19

TABLE 3 Proportion of errors by private-sector source.

Charges/Participants

Background
Check

Company

Data
Aggregator
Report

Combined
Private Sectora

Charges
False negatives
State Report charges (denominator) 1,323 1,323 1,323
Charges not reported by private
sector reported on State Report

672 1,065 613

Charges not reported by private
sector reported on State Report (%)

50.8% 80.5% 46.3%

False positives (i.e., “orphan” records)
Private-sector charges
(denominator)

1,123 973 1,776

Charges reported by private sector
not reported on State Report

472 715 1,066

Charges reported by private sector
not reported on State Report (%)

42.0% 73.5% 60.0%

Participants
False negativesb

Participants (denominator) 101 101 101
Participants with at least one false
negative

91 93 95

Participants with at least one false
negative (%)

90.1% 92.1% 94.1%

False positives (i.e., “orphan” records)
Participants (denominator) 101 101 101
Participants with at least one false
positive

61 50 77

Participants with at least one false
positive (%)

60.4% 49.5% 76.2%

Any error (false negatives or false positives)
Participants (denominator) 101 101 101
Participants with at least one error
(false positive or false negative)

97 101 101

Participants with at least one error
(false negative or false positive) (%)

96.0% 100.0% 100.0%

aIf both reports were combined to create a more comprehensive record, how would that combined report compare with the State
Report? Some charges were reported by both private-sector sources; therefore, this is not a sum of the previous two columns but
takes into account where the sources overlap.
bParticipants for whom a private-sector report found no criminal record data are counted as false negatives.

exists at the governmental level. We now turn to the specific problem of missing dispositions in
both governmental and private-sector sources.
An unknown or missing case disposition can result from data entry error, from data loss as

paper governmental records were digitized, or through poor-quality data matching techniques.
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20 LAGESON and STEWART

F IGURE 1 Participant charges and dispositions across data sources. [Color figure can be viewed at
wileyonlinelibrary.com]

A missing case disposition can cause significant problems for the subject of a background check
as it implies that a case is still open or pending. Missing case dispositions also prevent an indi-
vidual from expunging or sealing their criminal record unless they successfully track down the
original court docket paperwork and present it to the state office responsible for maintaining the
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LAGESON and STEWART 21

central repository (in New Jersey, the state police). As shown in table 2, all three data sources
listed charges with unknown or missing disposition data. A disposition was coded as missing or
unknown if it contained no information (e.g., blank or empty) or if it did not indicate a clear
outcome for the charge. Examples included “disposition unavailable,” “pending court,” “refer to
grand jury,” “case pending,” “sent to prosecutor,” and more.
State Reports contained a significant number of missing dispositions (bottom panel of table 2):

A total of 28 study participants had at least one charge with a missing disposition on their State
Report, and 7.6 percent of their 1,323 charges were missing final case dispositions. Nearly three
quarters of the State Report’s missing dispositions were for cases filed more than 10 years before
data collection, with the oldest missing data from 1978. Analyses of state and federal criminal
record repositories have identified significant data quality issues for almost four decades (Laudon,
1986); therefore, this result is not a new phenomenon but an underappreciated and persistent one.
Private-sector records, too, contained missing dispositions. In total, 9.3 percent of charges

reported by the (regulated) Background Check Company were missing disposition information,
and 22 of the 77 participants who had a record in the Background Check Company database had
at least one missing disposition. The (unregulated) Data Aggregator Report contained a much
larger proportion of missing disposition data, with more than 1 in 5 (or 23 percent of) charges
missing dispositions. Of the 56 people for whom the Data Aggregator Report found records, 38 (or
approximately two thirds) had at least one missing disposition.
Missing data can linger for years with pernicious consequences. One of our participants (#76 in

figure 1) was midway through the process to expunge a 1994 drug conviction, decided to withdraw
his petition after his state record showed a “pending court” disposition from an arrest in 1981 due
to criminal charges never being filed, but the police department failing to update their records.3
He feared an open warrant would result in his arrest should he present his expungement petition
to the court. Although he was legally eligible for an expungement, the missing data on his record
led him to drop out of the process.
Another participant (#83 in figure 1) describedhis unsuccessful effort to get his record expunged

in 2012. He had low-level cocaine possession charges in 1986 and 1991, both of which led to convic-
tions and probation sentences. His State Report also includes two arrests for cocaine possession
in 1987 and 1990 that appear as separate incidents, both of which are listed as “pending court.”
When we spoke to him, he identified these two arrests not as separate but instead as proba-
tion violations stemming from the 1986 case (which we confirmed by verifying all three events
have the same case number). New Jersey’s expungement process, however, requires applicants to
present disposition paperwork for any incomplete records in the court file. He initially went to a
local legal aid organization for assistance in clearing up his record but could not afford the $100
fee. He tried to start the expungement process himself, but the “pending court” status became a
roadblock because the original records had been destroyed following the court’s retention policy.
He decided to try and explain the situation to the local prosecutor, but he told us, “The prosecutor
said I’m stuck with it for the rest of my life.” The prosecutor did, however, have advice for him:
“She said there’s nothing we can do, but when the governor leaves I should ask for a pardon.” He
did not receive a pardon, and 10 years later, he has still not successfully had his record expunged
due to missing data, although he is legally eligible.

3 Because the court never filed charges related to this arrest, these missing charges do not appear in our data set as a
criminal history event for matching purposes.
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22 LAGESON and STEWART

F IGURE 2 Examples of criminal record data across three sources. [Color figure can be viewed at
wileyonlinelibrary.com]

4.2 False Positives: “Orphan” Records

We next identify charges that appear in private-sector data but lack a corresponding match in
official state data. We refer to these false positives as “orphan” records a concept used in database
management to refer to a record that appears in a secondary source or table but does not appear in
the primary source (Babad&Hoffer, 1984). Figure 2 illustrates the relationship between the official
state data and the two private criminal record sources, with four participants from the sample as
examples. The criminal record data contained in the State Report is aggregated from local police
departments and criminal courts and reflects themost current version of the official state criminal
record data for each participant. Orphan records (false positives) are indicated by red or orange
text for private-sector–reported criminal charges that have no corresponding charge in the State
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F IGURE 3 Overlap of charge
coverage between three criminal record
sources. [Color figure can be viewed at
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Report. “[No data found]” indicates that the private-sector report found no information on the
respective State Report charge and is thus a false negative.
Orphan data likely results from substandard datamatching andmanagement techniques as pri-

vate companies aggregate, compile, and store criminal record data. The Venn diagram (figure 3)
shows the overlap of the charges reported by the three data sources for all our participants.
Each circle represents charges reported by the three respective criminal record data sources.
The reported number is the N of criminal charges that appear in each source (or in overlap-
ping sources). Fields that do not intersect with the official State Report region indicate orphan
records. The upset plot (figure 4) provides an additional depiction of the degree to which each
source matched the other two sources. Filled circles indicate charges that appear in each respec-
tive row’s source. The bars indicate the relative distribution of charges that appear in the various
record source combinations. The last three columns represent orphan records.
The matching analysis shows that only 8 percent of our participants’ criminal charges were

reported by all three sources, and only 30 percent accurately matched at least two sources (that is,
the first three bars). Furthermore, our matching analysis yielded a troubling quantity of orphan
records reported by private-sector sources. Of the 2,389 matched criminal charges, 45 percent
(or 1,066) were orphan records not reported in the state record (see figure 3 and columns 5–7
in figure 4). On average, 35 percent of the charges listed on each of our participants’ compre-
hensive criminal record (or the combination of all three records) were orphan records (median
= 28 percent). The types of crimes reported in orphan data were not trivial but contained seri-
ous offenses, which could have damaging impacts on people’s lives. Table 4 describes the types of
orphan records that appeared in private background checks.
Qualitative data help illustrate how orphan records impact lives. Participant #101, who appears

in the bottom row of figure 1, was charged and convicted with one count of felony-level
promoting prostitution. His regulated Background Check reported somewhat similar results,
showing two charges and convictions of promoting prostitution that appear under the same case
number but were filed on different dates. The Background Check also includes an orphan charge
for terroristic threats with an unknown disposition. His unregulated Data Aggregator Report
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24 LAGESON and STEWART

F IGURE 4 Distribution of sample charges across three data sources. [Color figure can be viewed at
wileyonlinelibrary.com]

TABLE 4 Frequency of offense type of orphan charges.

Offense Typea
Frequency
(N = 1,066)

Drugs (trafficking, possession) 340
Forgery/Fraud/Bribery/Vice 122
Weapons offenses 113
Public Order/Misc 113
Assault (aggravated, on police, simple) 99
Property/Theft (burglary, auto theft, receiving stolen property) 95
Armed robbery 75
Criminal process (obstruction, contempt, escape) 48
Family offenses (cruelty, neglect) 30
Other violent (sexual abuse, kidnapping) 17
Murder/Manslaughter 14

aOrphan charges were collapsed into comprehensive charge categories for display purposes.

results, however, show ten separate charges for promoting prostitution and six charges for aggra-
vated assault. Taken across sources, participant #101 has one official state charge resulting in a
conviction but 17 orphan charges. Although some Data Aggregator Report results could be dupli-
cate entries erroneously reported as separate criminal charges, the service does not consistently
provide enough information (such as case numbers and relevant dates) to specify whether these
stem from an isolated, single event or reflect multiple, separate incidents that occurred over an
extended period of time.
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LAGESON and STEWART 25

Participant #97 was arrested in 1990 for sexual assault but was charged and convicted with
misdemeanor simple assault. This information is all that appears in his State Report. His regulated
Background Check shows 11 charges, including seven counts of drug trafficking, two counts of
drug possession, one count of receiving stolen property, and one count of felony conspiracy. His
unregulated Data Aggregator Report shows nothing, reporting instead that he has no criminal
history. This participant also told us he had been working for the same company for nearly three
decades. His company adopted a new HR policy that required background checks on new and
current employees, and he was fired shortly thereafter when they found his 1990 incident. He
found a new job with a contractor in the aerospace industry, but he was let go because his new
background check included a conviction for an assault on a police officer in another state. After
closer inspection, he realized the erroneous assault was for another person with the same name,
birthdate, and a match on three of the last four digits of his social security number.
Participant #83, who was referenced as having two official charges but missing dispositions,

presents an even more extreme case: Ninety-eight percent of the charges reported by the three
data sources for this personwere orphan records. Recall that participant #83’s official State Report
listed only two drug felony charges (cocaine possession in 1986 and cocaine sales in 1991) that
both resulted in convictions. Although the two convictions were also noted by the regulated Back-
ground Check Company and the unregulated Data Aggregator Report, the similarities end there.
TheBackgroundCheck reported 78additional charges filed from 1986 to 2009: 37 that led to convic-
tions, 29 dismissals, and 9 with missing dispositions. The convictions included armed robbery (5
separate charges), burglary (5), receiving stolen property (7), forgery/fraud (2), weapons offenses
(6), and arson (1). According to the Background Check, this participant was also charged with
murder in 1991, although it was reported as dismissed. Similarly, the unregulated Data Aggre-
gator Report included 54 charges in addition to the two on the State Report (44 convictions, 8
dismissals, and 2 missing disposition), although a different mixture of charges and dispositions
than in theBackgroundCheck. Like theBackgroundCheckCompany, theDataAggregatorReport
noted convictions for armed robbery (2) and weapons offenses (4) but also for drug possession (9),
drug sales or trafficking (11), racketeering (2), resisting arrest (2), and child neglect/endangering
welfare of a child (8).
Extensive review of this participant’s records obtained from the county sheriff, local police,

and municipal and superior court systems; several e-mail exchanges with representatives from
those offices; and consultations with numerous legal aid attorneys revealed the source of the data
error: Our research participant had an alias tied to his name in the state court records database.
Another defendant in the state used the same alias at a different point in time. The same name
was thus entered into both persons’ state court identity files. When state court data were aggre-
gated in the release or sale to the Background Check Company and Data Aggregator Report, their
respective matching algorithms presumably linked all criminal record events associated with the
other defendant’s alias to anyone else connected to that alias, including participant #83. When we
spoke to the participant, he explained he had been unable to obtain employment due to the nature
of what appears on his background check and had been working to remedy these data errors for
a decade. Not only did he make repeated requests with the local prosecutor, but he also sought
help from the local police, the municipal court office, and the superior court office for disposition
paperwork that he could then provide background check companies to dispute the charges. To
date he has been unsuccessful.
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26 LAGESON and STEWART

4.3 Misleading and Inaccurate Records that Undermine Public
Policy and Individual Rights

Criminal records also contain misleading information that can characterize a person as a present
danger or threat, or they can be easily misinterpreted to exaggerate the seriousness of the criminal
offense. For many study participants, this type of misleading information involved the disclosure
of criminal charges that were filed but were later dismissed. Considering that “overcharging” and
“charge stacking” are common, documented tactics prosecutors use to induce defendants to take
a plea bargain for a lesser charge (Husak, 2023), these observations become problematic.
Criminal charges are considered public record; therefore, many private-sector background

checks report dismissed charges collected from court records, even if state policy or the FCRA
bars disclosure of such records after a set time period for regulated background checks and State
Reports. For the 101 sample participants, the regulated Background Check Company and the
unregulated Data Aggregator Report noted 669 and 117 charges (respectively) that were dismissed,
acquitted, or otherwise closed without a conviction. Although the State Report requested by an
employer or volunteer organization (with the consent of the record subject) would not include
these charges on an official background check, data aggregators are legally allowed to report this
information, undermining the goals of the state’s criminal record disclosure policy to limit the
potential harms of nonconviction records.
Even when initial criminal charges were accurately represented by private-sector sources, the

final case dispositions were routinely reported incorrectly. In cases when the charges in the State
Report matched the charges in the regulated Background Check report (N = 651), 34 percent of
the case dispositions did not match (e.g., the State Report listed the charge as dismissed, whereas
the Background Check reported the charge as resulting in a conviction). When both the State
Report and the unregulated Data Aggregator Report noted matching criminal charges (N = 258),
56 percent had conflicting case dispositions. In total, 145 dismissals for 51 people erroneously
showed up as convictions in either of the private sources. Put differently, half of the study
sample had at least one dismissal—that is, where they were not legally guilty of the charge—
which showed up as a guilty conviction in a private-sector report. Such data error not only
misrepresents reality but also violates basic principles of due process and fairness, with lasting
consequences.
For example, participant #61 described being routinely denied housing and employment due to

the disclosure of serious criminal charges that were later dismissed. In 2010, she was arrested in a
pharmacy parking lot after attempting to fill a forged prescription and getting into aminor car acci-
dentwith the responding police officer. The prosecutor charged herwith assault on a police officer
and attempted murder because of the fender bender, alongside the prescription forgery charge.
She was convicted only for forgery and resisting arrest, and the judge dismissed the charges
related to the car accident. Yet, the regulated Background Check reports two counts of attempted
murder and assault on a police officer and the unregulated Data Aggregator Report erroneously
notes 20 felony convictions for obstruction, forgery, and aggravated assault and two unknown
dismissed records. Although the participant has completed treatment and had no arrests in more
than a decade, evidence of a purported attempt to murder and harm police officers shows up on
background checks and on internet websites. “I take responsibility,” she said in her interview.
“I should not have been there, but for it to say attempted murder is just crazy; it just wasn’t like
that.”
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LAGESON and STEWART 27

5 DISCUSSION

The problemwith criminal records is that they regularly contain errors, are easily misinterpreted,
and are thus unreliable tools for evaluating individuals. For the 101 participants in our sample,
60 percent and 50 percent had at least one false-positive error on their regulated and unregulated
background checks, respectively, and nearly every participant (90 percent and 92 percent, respec-
tively) had at least one false-negative error (see table 2). The extent of mismatch suggests that a
person’s record can be so disparate as to be basically unrecognizable across sources. Beyond just
being fragmented, erroneous, and variable, contemporary criminal record information can paint
a starkly inaccurate portrait of a person. As figure 1 explains, one must not even have an exten-
sive record to be subject to error; rather, any person with any type of criminal record is subject to
extensive errors.
Although this study does not measure error in background checks for those with no history of

criminal legal involvement, these error rates remain significant to a large proportion of the U.S.
population, affecting the estimated one in three American adults who have some type of crimi-
nal record, and the estimated 31 million U.S. residents who have a background check conducted
for employment reasons alone each year (Brame et al., 2012; Denver et al., 2018; Greenspan &
DeBacco, 2014).
Inaccurate criminal records carry serious consequences (Horn, 2019). Criminal records are used

to deny people employment, housing, and social and institutional opportunities. Although the
dissemination of accurate conviction records may be justified on public policy grounds (Bushway
& Kalra, 2021), the widespread dissemination and perpetuation of inaccurate criminal records
undermines these goals. As such, these practices violate basic principles and policies of the crimi-
nal justice system, including the presumption of innocence and constitutionally guaranteed rights
of due process. More practically, the spirit and promise of criminal legal diversion programs that
offer people an opportunity to avoid the mark of a criminal record if they complete a probation-
ary period are undermined by inaccurate records. Similarly, criminal record expungements—in
which old records are sealed from public view after completing a period without any further
criminal legal involvement—are rendered moot when these sealed records remain in private
databases.
Organizational structures, conflicting public policies, and financial incentives likely play a key

role in criminal record data accuracy problems. The concentration of harms among vulnerable
and marginalized groups, alongside the significant barriers to remedy such harms, means data
accuracy may have long lasting consequences for both individuals and broader social stratifica-
tion. These contextual factors deserve more careful scrutiny amidst widespread and persistent
background checking in America.

5.1 Data Error in an Automated and Algorithmic World

The data inaccuracies in the regulated Background Check Company and the unregulated Data
Aggregator Report also raise important questions about whether the private sector should report
criminal histories at all and, more broadly, questions the efficacy of using criminal records for a
widely expanding set of institutional and economic purposes if the data are so unreliable. Our
study thus points to the problem of “function creep” as records created for the criminal legal sys-
tem are used across nonlegal settings with consequences for American inequality. Administrative
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28 LAGESON and STEWART

criminal record data is commonly used as a purportedly reliable indicator of behavior, with uses
spanning social science research, predictive modeling, and risk assessment and sentencing tools.
As such, many of these enterprises are built on a shaky foundation.
The widespread reliance on probabilistic matching algorithms in the private sector exacer-

bates the issue of data inaccuracy. Probabilistic algorithms attempt to match records based on the
likelihood of a match, often using data points such as names, birthdates, and addresses, rather
than definitive confirmation using unique identifiers, such as biometric or unique identifica-
tion numbers. Thus, this approach is inherently prone to create errors in background checks,
as well as bias in statistical analyses. Individuals with similar names or demographic informa-
tion may be incorrectly, and unfairly, matched with another person’s criminal record, leading
to significant consequences. Researchers and users of administrative data must be attentive to
the sources of their data, how those data were created and maintained, and the intended pur-
pose(s) for collecting those data (Lynch, 2018). In addition, administrative data users should be
cautious about the quality of their data sources, recognize the limitations of probabilistic match-
ing algorithms, and consider alternative methods or additional safeguards to minimize errors and
biases in criminal records, such as incorporating qualitative data to evaluate whether quantitative
data sources are measuring what they appear to be measuring (Bjerre-Nielsen & Glavind, 2022;
Grigoropoulou & Small, 2022).
As criminal record data become increasingly ubiquitous and used for purposes for which they

were not originally collected, such as applicant assessments, predictive modeling, and risk anal-
ysis tools, problems in source data can be inadvertently amplified, leading to flawed assessments
and unfair outcomes. Moreover, the opacity of many algorithmic systems makes it difficult for
individuals to challenge the accuracy or fairness of decisions based on their criminal records
(Harron et al., 2017). Thus, researchers and other users of administrative data should prioritize
transparency, accountability, and the development of robust methods to assess the validity and
fairness of the algorithms that underpin criminal records and related decision-making processes.
This approach would help ensure that the use of criminal records data in various contexts is not
only accurate but also ethically and legally sound.

5.2 Implications, Limitations, and Next Steps

The data accuracy issues we describe raise questions about how useful background checking is for
its purported purposes. For instance, both private-sector sources reported “clean” backgrounds
for significant portions of our sample. Given the institutionalization of criminal background
checking in the United States and expectations put onto hiring managers to conduct such due
diligence, false negatives provide amisleading sense of employer protection from liability orwork-
place safety. In turn, our qualitative accounts show how people’s understanding of their own
records may diverge from both state and private-sector versions, which can be consequential for
those individuals (see also Myrick, 2013). For instance, if an employer asks an applicant about
what appears on a background check, but that report relies on inaccurate data, the employer
may believe the applicant is lying about their criminal record because the underlying report is
inaccurate (see Roberts, 2015).
Some areas of harm also could be concentrated in particular groups. In 2021, the Consumer

Financial Protection Bureau warned against using name-only matching techniques for back-
ground screening due to the heightened likelihood for mismatch “to be greater among Hispanic,
Black, and Asian individuals because there is less surname diversity in those populations than
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LAGESON and STEWART 29

among the non-Hispanicwhite population,” citing recentU.S. Census data (Chopra, 2021, para. 7).
Our analysis also shows that error is more concentrated among older records, likely due to the
transition from paper to digital records, which points to a potential harm for the aging popula-
tion. This issuemay be a consideration for elder law and estate planning. The use of faulty criminal
record data may also lead to increasing racial inequities as states with more racially punitive legal
systems also maintain the faultiest criminal record systems (McElhattan, 2021). Future research
should closely examine these differences, in particular, for juvenile records, older records, and
other specific groups.
The findings and methodological approach also have implications for criminology. First, this

study responds to recent calls for “small data analysis” (Bjerre-Nielsen & Glavind, 2022; Grig-
oropoulou & Small, 2022) to promote better understanding of big data analytics and to include
qualitative field data into quantitative analyses. Results show the importance of context in under-
standing administrative data, and the study empirically demonstrates the value of qualitative data
in big data applications. Our study suggests that scientists can better understand social phenom-
ena by going “into the field” and becoming closer to the production of data used in secondary
analyses. Researchers may, for example, consider developing data validity statements to accom-
pany their quantitative studies.Writ large, this processwill involve recognizing that governmental
data not originally produced or structured for research purposes can still be used for such applica-
tions after seeking and establishing context and ground truth and elevating the lived experience
of data subjects.
This study has limitations. By emphasizing the research value of qualitative interviews, the

research is limited by the number of participants and the geographic scope of one state. In addi-
tion, we did not measure error as it relates to people with no criminal history; instead, study
participants had at least one criminal charge (but not necessarily a criminal conviction) in their
past. Participants were also not systematically sampled from the broader state population and
were instead recruited from partnerships with legal aid organizations and workforce centers that
advertised our study and assisted in recruiting eligible participants. Next steps for expansion and
application of this research would involve taking the lessons learned from this small data analy-
sis to identify broader patterns of missing and mismatching data across all state criminal justice
data, in data shared with federal agencies, and in audits of private-sector criminal record data
repositories.
This area is clearly ripe for policy reform. Policy responses at the state level might include

greater privacy protection for record subjects (particularly for nonconviction records), creating
legal requirements for accuracy in private-sector data, and creating the ability for record sub-
jects to check their own records for mistakes at no cost in both public and private sectors (see
Lageson, 2023). States can also create consumer data and privacy laws that go beyond the FCRA,
such as forbidding CRAs from reporting arrest records (United States Bureau of Consumer Finan-
cial Protection, 2022). States could also better centralize and regulate the disclosure of bulk
criminal history information through a single agency contact, such as the criminal record repos-
itory or a unified state court system, with data-sharing agreements with vendors that include
accuracy and data refreshing provisions. This approach would allow states to directly offer crim-
inal history checks for registered employers and landlords from a single source, and with a
limited scope of information. Thus, employers would rely less on the private sector and shift
the market toward generating state resources that could be reinvested in better data quality
measures.
Several broader implications follow from this research. Inaccurate andmisrepresentative crim-

inal records produced by the private sector harm both people with records and people who rely
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30 LAGESON and STEWART

on records to make decisions. Criminal records used for employment, education, and housing
contexts may rely on incorrect information, leading to illegal discrimination or failure to comply
with public safety regulations. Continued public disclosures of old, incorrect, expunged, or mis-
representative criminal records also undermines due process and public safety goals. Inaccurate
labeling may increase recidivism and prevent fair access to safe and stable housing, employment,
and family life—all of which have been shown to reduce crime (Crutchfield & Pitchford, 1997;
Duwe&Henry-Nickie, 2021; Kirk et al., 2018;Uggen, 1999;Warr, 1998). Data error and its attendant
consequences should be better framed as a legal system harm.
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